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Net worm attacks Linux servers
ZDNet N

An Internet worm cobbled together from generally available hacking
tools has compromised hundreds, perhaps thousands, of Linux servers.
Itusestwowell-known security flaws in applications set up during the default
installation of Red Hat Linux software.

Known as the Ramen worm, the self-spreading program appears to have been
created by common Intsmet vandals - called script kiddies. As of last night, the worm
was continuing to spread,

"This is not a very dangerous worm," said Lance Spitzner, coordinator for the
Honeynet Project, a group of well-known security experts who study how hackers
attack servers. "It has a very big signature. Itis easy tofind. And it dossn't really do
anything destructive.”

The worm spreads by scanning the Internet for servers based on Red Hat 6.2 or 7.0
and then attempts fo gain access using two common exploits. When it does gain
access, itinstalls a so-called "root kit," which patches the security holes and installs
special programs that replace common system functions. Ramen also replaces the
main page on Web servers with an HTML file claiming: "RameN Crew--Hackers
loo00000000000VE NoOdles."

Finally, the new worm sends an email message to two Web-based accounts, boots
up and starts scanning the Infernet again.

Worm spreading rapidly

Spitzner and other security experts on the Bugtrag mailing list detected the worm
earlier this week when they noticed an increase in scans for the RPC.statd and
wu-FTP vulnerabiliies that plague the default installations of most Linux servers.
Theworm, however, limits its spread to servers based on Red Hat 6.2 and 7.0.

RPC statd is one of several services that a Linux server can run to offer remote
a008s5 Using @ common suite of programs known as remote procedure calls
Washington University's version of the common file server, known as wu-FTP, hasa
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Internet worm squirms into Linux servers

By Robert Lemos
Staff Writer, CNET News

An Internet worm cobbled together from generally available
hacking tools could swamp infected portions of the Net with its
high-bandwidth searches for vulnerable servers, researchers said
Wednesday.
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; Known asthe Ramen worm, the self-spreading program appearstohave
been created by common Intermet vandals--called script kiddies--and limits
itselfto infecting Red Hat servers that haven't been secured properly.

"The worm itself seems dangerous due to bandwidth consumption and due to
the (unproven) possibility of remotely accessing the compromis
worm author," said Mihal Moldovanu, a Romanian networ

Radio ProFM Bucharest, who reverse-engineered much of the worm Tuesday.

ning, itwill consume a large amount of your Internet bandwidth,
nning is very fast”

According to Moldovanu, the worm scanned two B-class networks--about 130,000 Intemet addres:
than 15 minutes. As of Wednesday aftemoon, the worm confinued to spread

Lax security to blame

vers based on the default installation of versions 6.2 and

of awareness," said Lance Spitzner, coordinator for the Honeynet Project, a group of well-known
who study how hackers servers. "Not enough people are taking measures o s

"Most default installations are insecure," he stressed.
Spitzner, Moldovanu and ofher m's Incidents mailing list detected the worm

earlier this week when they noliced an increase in scans for two common flaws that plague the default installatiens
of most Lil Vers,
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Un student roman premiat de IBM

24 Martie 2003
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de-a doua editie a IBM Linux Scholar

Douazeci de studenti din lumea intreaga, printre
iei tigator Institutul Indian pentru

Challenge, anunta un comunicat al compa

studenti care au participat la concurs au fost desemnati 20 de castigatori individuali care prim

ThinkPadR cu sistern de operare Linux. Printre premiantii individuali se afla si Andre

Politehnica din B are a participat la competitia mondiala cu un proiect de imbunatatire a funchi

"Impraving Console functicnality”. Dintre cei 20 de castigatori, trei vor primi stagii de pregatire in v

Linux Technology Center, unde vor avea oc sa lucreze la proiects |BM Linux in laboratorul IBM dedicat programarii
Linux. Rezultatele muncii lor pe pericada stagiului vor fi incorporate in produse si tehnologil IBM Linux care vor dirija
urmatoarea etapa de e-b Ana Maria Florea)
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IBM Linux Scholar Challenge are printre
castigatori si un student din Romania IEM a anuntat
recent castigatorii celei de a doua editii a competitiel IBM
Linux Scholar Challenge, castigatoare fiind Indian Institute
of Technology (ITT) « Delhi, India. Printre cei 20 de
studenti castigatori se afla si Andreicut Livin de la
Universitatea Politehnica din Bucuresti. I1T s-a situat pe
primul loc intre cele 646 universitati din 68 tari participante si
a primit ca premiu un clauster Linux 16-node IBM eServerT
xSeriesT. Dintre cei studenti care an participat la
concurs an fost desemnati 20 de castigatori individuali care
primesc sisteme laptop IEM ThinkPadR cu sistem de operare
Linux. Printre premiantii individuali se afla si Andreicut Livin
de la Universitatea Politehnica din Bucurest care a participat
la competitia mondiala cu un proiect de imbunatatire a

functionalitatii consolei: Improving, Console functionality.
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Fast response time to security
Issues

%{_libdir}/libclamav.*
%{_includedir}/clamav.h
_bindir}/*clamscan
%{_bindir}/*clamdscan
_bindir}/*freshclam
i *sigtool
7 %{_bindir}/clamav-config
fusr/bin/clamav-config
%{_sbindir}/*clamd
I %{_mandir}/man*/*
Sdefattr{-, clamav, clamav)
%dir /var/spool/clamav/

i %attr{-,clamav,clamav) %config{noreplace) /var/spool/clamav/main.cvd
%attr(-,clamav,clamav) %config(noreplace) /var/spool/clamav/daily.cvd
-,clamav,clamav) %config(noreplace) /var/log/clamd,log
-,clamav,clamav) %config(noreplace) /var/log/freshclam.log

# /Jetc/clamav/clamav.conf

Sconfiginoreplace) /etc/clamav/clamd,conf

Jusrflib/pkgconfig/libclamav. pe

i %config{noreplace) /etc/clamav/freshclam.conf

tc/cron.hourly/update-clamav

tc/ro.dfservices/rc.clamd

tc/logrotate.d/clamd
Jetc/logrotate.d/freshclam

+ %changelog

* Tue Aug 0B 2006 Team TFM <pack@tfm.ro= -

- 0.88.4

- Autorestarting on upgrade ( if needed

nihaim

BEGIN PGP SIGNED MESSAGE
SHAL

Package: clamav
Announcement I0: SUSE-5A:20 6
Date: Wed, 09 Aug 2006 15:00:00 +0000
Affected Products: SUSE LINUX 10,1
SUSE LINUX 18.8
SE LINUX 9.3
SUSE LINUX 9.2
SUSE SLES 18
SUSE SLES 9
Vulnerability Type: remote code
erity {1-10 5
SUSE Default ge:  no
Cross-References: CVE-2006-4018

Content of This Advisory:
1) Security Vulnerability Resolved:
clamav heap buffer overflow
Problem Description
2) Solution or Work-Around
3) Special Instructions and Notes
4) Package Location and Checksums
5) Pending Vulnerabilities, Solutions, and Work-Arounds:
- See SUSE Security Summary Report
6) Authenticity Verification and Additional Information




Fast response time to security
Issues

®) Index of /repositories/home:/Phisiker:/SLES/SLE_10/x86_64 - Mozilla Firefox
File Edit View History Bookmarks Tools Help

) Jserver/apacheatrunkjapache2.spec - dev - Mozilla Firefox — B
File Edit View History Bookmarks Tools Help

8 [http/devtfn.ro/browser(servar/apache2/trunk/apacie2 specrev:

hitp:/209 85.135.132/searci?=cache:bgRVS7kulk-4] dewnload opensuse org/repositories/hore Phisiker /SLES/SLE_10/x86_64/+slestavache+2.212+pn&cc v [ sles apache 22.12

@ vremea in BUCURESTI 3¢ "JParticipate | The linu.. 8§ 7] ndividual Membershp. . 3 @ (4) TEM Grouo Weom... 8 & /server/epache2trun .. 3¢ |*] sles apache 22.13 - @ vremea inEUCURESTI ¢ "JParticipate | The Linu... 3 ~Jindivicual Membership... 3§ & (4) TFM Group Webm... & & Timeline - dev slesapache 2213 - .. ¥ |\ Welcome! - The Apac... 3 ] Index of repositories/... 3 | bl o

!,

\
me
softuare* for the masses " ol N R | R | R Acesta es's cortinutul din memeria cacte de la Goog & pentru htp:/download opensuse org/renositeries/ome:Prisicer/SLES/SLE_*0/«85_64/ Este un instantaneu al pagini, aga cum arata ea in 30 lul 2009 125444 GM™. Este posibil oa pagina curenta
oeeinas mival | Logeut | Help/Gulde | Aot T | Prfeer sa se fimodifcat inre timp. Aflari mai mtte

= ‘Sunt evidentiati umatori termeni d2 cautarz: sles apache 2.2 12 fpm Versine numei text

Index of /repositories/home: /Phisiker: /SLES/SLE_10/x86_64

i Led

root/ server | apache2 / trunk / apache2.spec @ 1058

Revision 1058, 11.1 KB (checked in by mihaim, 7 weeks ago)

kerrel, Ivm upd: r-uti updted

1 sdefine contantdir /varjumw
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RL a: a
BuildRoct {_tmopatr}/A{nane) - root

pr>= 1.2.7, apr-util >= 1.2.7, gawk, /usr/bin/find, openlda>

s
BuildPrereq:  epr-davel, apr-util-devel, openldap, expat-devel, findutils, serl
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